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Document Goal 
The aim of this document is to prepare information and recommendations for setting up security in OneDrive for 
Business and SharePoint Online. This is done to help the customer select the appropriate solution for them, and 
learn how to block syncing in the OD4B client. 

Names and Abbreviations Used in the Document 
AAD, Azure AD – Azure Active Directory 

AIP - Azure Information Protection 

DLP – Data Loss Prevention 

EXO – Exchange Online 

SPO – SharePoint Online 

OD4B – One Drive for Business 

PS – PowerShell  

M365BP – A Microsoft 365 Business Premium subscription 
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Introduction 
Microsoft 365 has a wide array of tools for fighting data leaks. Nowadays, it’s very important to follow the 
ZeroTrust security strategy, which relies on the following: 

 Verify everything 
 Use access with the minimum possible privileges enabled 
 Assume a breach/invasion 

You can study these principles in detail here: Zero Trust implementation guidance | Microsoft Docs.  

In the context of the document's main focus, you need to remember that merely blocking syncing is not enough 
to protect your organization from data leaks. If the only thing that’s done is policies that block syncing, then all 
that means is that users can’t sync files using OD4B Application. They can still download, copy, and upload those 
files by other means. 

There are many security services, and they all have different subscription requirements. Each of them also needs 
a different approach to setup and maintenance. The following table has a list of tools for access control and 
OD4B client syncing, organized by the subscription required and the ability to apply limits to a user group or a 
service. 

 

Name Required Subscriptions Applies to User 
Groups? Used on 

Limiting OneDrive access 
based on security groups 

 Office 365 E5 
 Microsoft 365 E5 
 Microsoft 365 E5 

Compliance 

Yes User groups 

Conditional access in the 
OneDrive sync app Included in M365BP Yes User groups 

Allowing syncing only on 
specific domains Included in M365BP No The entire SPO/OD4B 

service and all users 
Preventing users from 
installing the OneDrive 
sync app 

Standard service functionality No The entire SPO/OD4B 
service and all users 

Limiting sync for a specific 
site Standard service functionality No Specific SPO sites and all 

users 
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Limiting OneDrive Access Based on Security Groups 
This tool lets you completely cut off a user from OD4B. It blocks all services that use OD4B or its sync module 
from the user. This is applied on a user group level. 

For example, when the user presses the “Sync” button on a site, this activates OD4B, which is responsible for 
syncing.  And if we block OD4B for the user, they won’t be able to sync their OD4B or document libraries. 

Subscription Requirements 
For this service to work, you need the most advanced Microsoft 365 E5 or Office 365 E5 subscription. As a 
cheaper alternative, you could buy the Microsoft 365 E5 Compliance add-on. To do so, you need an advanced 
basic subscription, such as M365 E3/Office 365 E3. You only need the subscription for the users who need to use 
OD4B. 

Microsoft Documentation 
Limit access - OneDrive | Microsoft Docs  

Setup Steps 
1. Open the SharePoint admin center 
2. Go to the Policies section 
3. Go to the Access Control section. 
4. Or click this link to go there directly: https://go.microsoft.com/fwlink/?linkid=2185071  
5. On the very bottom, go to the Limit OneDrive Access section 
6. In the new menu, check the “Limit OneDrive access to only users in specified Security Groups” checkbox 
7. Add the security group the contains the users who have access to OD4B 
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Conditional Access in the OneDrive Sync App 
This is the most advanced tool we have for this problem from the perspective of modern approaches to 
minimizing data leak risks. Conditional access policies are one of the most important ZeroTrust mechanisms out 
there today. By implementing it, you can set up access rules for SPO/OD4B in a flexible way. 

You can: 

 Block a connection 
 Permit a connection 
 Force an MFA authentication 

Note that while doing this, the conditions that determine which of those options should be picked can be very 
different. For example: 

 User being included in specific user groups 
 The type of device the user uses to connect 
 Time 
 The geographical location of the device 
 The confidential document type that the user is trying to access. 

 

This method does not let you control syncing separately. The only thing it lets you do is to allow the web 
session and block the OD4B client completely. This means the user would only be able to connect to SPO/OD4B 
through the browser. 

Subscription Requirements 
This tool is included in Microsoft 365 Business Premium, you don’t need to buy anything else. 

Microsoft Documentation 
Enable conditional access support in the OneDrive sync app - OneDrive | Microsoft Docs  

Setup Steps 
Example: SharePoint and OneDrive unmanaged device access controls for administrators - SharePoint in 
Microsoft 365 | Microsoft Docs 

1. Open the Azure portal: https://portal.azure.com 
2. Search for “Conditional Access”, or go directly here: Conditional Access - Microsoft Azure 
3. Press New Policy 
4. Call it “Prohibit OD4B apps” 
5. In the Users or Workload Identities section, add the user group forbidden from connecting via the OD4B 

client 
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6. In the Cloud Apps or Actions section, select SharePoint Online 
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7. In the Conditions section, check Browser in Client Apps. Uncheck all other checkboxes. 

 

We highly recommend integrating this policy in the following stages: 

1. A single test user at first. 
2. Then add 1-2 real users into the group and test that for a few days. 
3. Collect feedback and track conditions along with unexpected nuances. 
4. Only then introduce it to the general population. 

This is important because SPO/OD4B is one of the key basic services used by other services and applications. For 
example, Teams doesn’t use dedicated SPO or OD4B, so you could have problems when trying to open 
SPO/OD4B from the Teams app. 
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Allowing Syncing Only on Specific Domains 
If you’re planning to use the classic non-cloud version of Active Directory, then you can control the specific 
devices that end users are allowed to sync on. If the device belongs to a specific domain, then the user can sync. 
If it doesn’t, they can’t. 

We are talking about only the non-cloud version of AD, though. Odds are that you have Azure AD Join, which 
means that you should use conditional access policies instead.  

This setting will affect the entire OD4B service for all users. When using this tool, you can’t create flexible rules – 
you either allow syncing or forbid it entirely for non-managed devices. 

Subscription Requirements 
Included in Microsoft 365 Business Premium, you don’t need to buy anything else. 

Microsoft Documentation 
Allow syncing only on computers joined to specific domains - OneDrive | Microsoft Docs 

Installation Steps 
1. Open the SharePoint admin center 
2. Go to the Settings section 
3. Select the Sync section 
4. Or click this link to go there directly: https://go.microsoft.com/fwlink/?linkid=2185072  
5. Check the first two checkboxes 
6. In the pop-up menu, enter the GUID of the AD domains that you want syncing to be allowed on. 
7. Click Save and you’re done! 
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Preventing Users from Installing the OneDrive Sync App 
When a user clicks Sync in OD4B, the following happens: 

 If the OD4B client is not available on the device, it is downloaded and installed 
 If it’s already installed, the data is synced. 

If you remove this button, then the user will not able to use it for either of these actions. The thing is, the user 
can still download the OD4B client manually, and click Sync from the client itself. Moreover, the Sync button is 
still available on websites and in SPO libraries. 

We believe that using this button increases the risk of a data leak. However, you can still set it up, knowing the 
risks that that action carries. Keep in mind that this action works for all users, and that you cannot set it up only 
for specific user groups. You either allow it for everyone, or forbid it for everyone. 

Subscription Requirements 
This is a standard SPO/OD4B option, and is included in all subscriptions for these services. 

Microsoft Documentation 
Prevent users from installing the OneDrive sync app - OneDrive | Microsoft Docs 

Installation Steps 
1. Open the SharePoint admin center. 
2. Go to the Settings section. 
3. Go to the Sync section. 
4. Or click this link to go there directly: https://go.microsoft.com/fwlink/?linkid=2185072  
5. Uncheck the top checkbox and save. 
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Limiting Sync for a Specific Site 
You have document libraries on the SPO site that may contain confidential information. You can forbid syncing 
these libraries directly with specific devices, which means that users on those devices will not have the Sync 
button in the web interface, and they will not be able to set up the syncing of a given library to their device via 
OD4B. However, this doesn’t stop them from getting files from those libraries some other way. 

This tool lets you forbid syncing for a specific site for all users. You can’t set it up for specific user groups. 

Subscription Requirements 
This is a standard SPO/OD4B service option, and is included in all subscriptions to these services. 

Microsoft Documentation 
Limit sync for a SharePoint site (microsoft.com) 

Installation Steps 
1. On the website you want to manage, click Settings -> Site Settings 
2. Under Search, click Search and Offline Availability 
3. In the Offline Client Availability section, click No. 

If you want to let users sync files again, set Offline Client Availability to Yes. 

To forbid synchronization of a specific document library, do the following: 

1. In the library, click Library Settings -> Advanced Settings 
2. In the Offline Client Availability section, click No. 

If you want to let users sync files again, set Offline Client Availability to Yes. 

 

 

 


